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Guide to YouTube Safety

YouTube, the world’s largest video-sharing platform, has evolved into more than just a
hub for entertainment. With over 2 billion monthly active users, it offers an array of
content for all audiences, from educational videos and tutorials to music and
entertainment. While this vast collection is a great resource, it also poses risks,
particularly for younger users. Understanding YouTube's features, potential dangers,
and the tools available to enhance safety can help parents, teachers, and young users
navigate the platform safely.

YouTube Privacy and Safety Settings

YouTube offers privacy and security settings to ensure user safety, particularly for
children and teens. Parents, teachers, and caregivers should take full advantage of
these features to protect younger users from harmful or inappropriate content.

1. Privacy Settings

You can control who sees your YouTube activities, such as your liked videos, playlists,
and comments. The privacy settings allow you to make your channel public, private, or
viewable only to subscribers. Adjust these settings by navigating to your account menu
and clicking on Settings. From there, you can manage your channel’s visibility and other
privacy options.

2. Comment Control
YouTube allows users to manage who can comment on their videos or reply to their

comments. Restricting or disabling comments can help prevent exposure to abusive or
inappropriate interactions.
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3. Restricted Mode

This feature filters out potentially inappropriate content by hiding videos that have
been flagged as unsuitable for younger audiences. Although not foolproof, Restricted
Mode can be a useful tool for reducing exposure to explicit content.

4. Managing Personal Information

To safeguard privacy, users should avoid sharing personal information like full names,

addresses, or phone numbers in videos or comments. Always review privacy settings
and keep sensitive information secure.

YouTube Shorts

YouTube Shorts is YouTube's answer to TikTok, offering short, vertical videos of up to 60
seconds. Since its launch in 2020, it has gained significant popularity, especially among
younger users. However, like any user-generated content platform, YouTube Shorts
comes with certain risks.
Risks:

e Despite content moderation, inappropriate or harmful videos can slip through.

e Children may encounter mean-spirited or bullying comments.

e Kids may inadvertently share personal information in their videos.

Tips for Parents and Teachers:

Understand how the platform works and its potential risks.

For younger children, YouTube Kids provides a safer, curated experience.

This setting limits access to inappropriate content across YouTube, including Shorts.

Discuss online safety and privacy with your children, encouraging them to share any
uncomfortable experiences.
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The Elsagate Controversy: A Cautionary Tale for Parents

Elsagate refers to a disturbing trend on YouTube that emerged in 2017, where
seemingly child-friendly content was laced with inappropriate or violent themes. Videos
featuring popular characters like Elsa from "Frozen" or Peppa Pig were found to contain
disturbing imagery such as violence, sexual content, and grotesque animations.

What to Watch For:

e Videos categorised as kid-friendly but containing themes of violence, sexual
innuendo, or other inappropriate material.

e Watch out for videos with nonsensical or odd titles, which may result from
algorithms pushing inappropriate content.

Tips for Parents:
e Be aware of what your child watches on YouTube, especially when unsupervised.
e While not foolproof, these controls can help filter out inappropriate content.

e Always flag or report videos that are inappropriate for children.

Protecting Your Child's Privacy and Safety on YouTube

YouTube has many features designed to protect users, particularly minors. Still, it is
essential to be proactive in setting up a safe environment for your children on the
platform.

YouTube Kids - This app offers curated content for children under 13, with built-in
parental controls. However, parents should still supervise usage, as inappropriate
content can sometimes bypass filters.

Family Pairing - YouTube allows parents to monitor and manage their child’s viewing
and privacy settings through features like Family Pairing.

Restrict Sharing Personal Information - Educate children on the dangers of sharing
personal information and ensure they know how to protect themselves online.
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Top 20 Tips for Safe Use of YouTube

1.Ensure your account is secure using a password that isn't easily guessed.
2.Enable Two-Factor Authentication (2FA). Requiring a verification code when logging
in from new devices adds an extra layer of security.
3.Keep your liked videos, playlists, and subscriptions private or limited to specific users
4 Please look at the long-term impact of the videos you post, especially for public
viewing.
5.Never reveal sensitive details like addresses or contact information in your content.
6.Avoid public Wi-Fi. You can always use secure networks to protect your data while
accessing YouTube.
7.Regular updates help protect against security vulnerabilities.
8.Be wary of links in comments or messages that could lead to phishing sites.
9.Flag inappropriate content or users that breach YouTube's community guidelines.
10.Use YouTube's Restricted Mode. Filter out inappropriate videos with this feature.
1.You can use strong passwords and 2FA to protect the account linked to your
YouTube profile.
12.Avoid engaging with negative comments. Instead, report and block users who
harass or post offensive remarks.
13.Please be careful when you collaborate. Only work with trusted creators and don't
share sensitive data.
14.Adhere to copyright laws. Ensure you have the correct permissions when using
copyrighted material in your videos.
15.Familiarise yourself with YouTube's guidelines. Understand the platform'’s rules and
policies to avoid violations.
16.Remove channels or users you no longer trust. Curate your subscriptions and
contacts to ensure a positive experience.
17.Set up account recovery options. Add backup emails or phone numbers to recover
your account if hacked.
18.Stay informed about new features and security enhancements via the YouTube blog
19.Review and update your privacy settings regularly. Ensure they meet your evolving
needs for security.
20.Set limits on screen time. Encourage healthy usage habits, especially for younger
users.
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